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Sadrzaj

- Windows 8.1 kao WiFi pristupna tocka (HotSpot)

- Koristenje Hyper-V Role bez administratorskih ovlasti

- VPN on Demand (VPN na zahtjev)
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Sto nam je sve potrebno?

- Racunalo koje ima najmanje dvije mrezne kartice
- Jedna mrezna kartica mora biti bezicna

- Jedna mrezna kartica mora biti spojena na Internet
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» Prijasnje verzije windowsa imale mogucnost GUI-a

- Sada podrzane samo CMD naredbe

- Hot spot mozemo koristiti na 3 nacina, koristeci:

= mreznu karticu za Internet i WiFi za klijente
= USB 3G ili 4G za Internet i WiFi za klijente

= 2 WiFi kartice, jedna spojena na Internet a druga za klijente
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Korak 1 - izrada virtualne
mreze Uy win 8 & 8

 Otvoriti CMD sa Administratorskim privilegijama

- Kreirat cemo bezicnu mrezu imena: ATD2014 i zaporkom:
Pa$$wOrd
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Korak 1 - izrada virtualne
mreze Uy win 8 & 8

« U CMD unijeti naredbu:

- netsh wlan set hostednetwork mode=allow ssid=ATD2014
key=Pa$$W0rd | Administrator: Command Prompt = =

Microsoft Windows [Uersion 6.3.9600]
(c) 2013 Microsoft Corporation. All rights reserved.

C:\Windows\system32>netsh wlan set hostednetwork mode=allow ssid=ATD2014 keg=Pa$

Sword |
The hosted network mode has been set to allow. |
The SSID of the hosted network has been successfully changed.

The user key passphrase of the hosted network has been successfully changed.

C:\Windows\system32>
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Korak 1 ...

» Kreiran virtualni adapter koji moze raditi kao wireless
access point

« Da bi radio potrebno ga je omoguciti CMD naredbom:

- netsh wlan start hostednetwork

= Administrator: Command Prompt = =

C:\Windows\system32>netsh wlan start hostednetwork
The hosted network started.

C:\Windows\system32>
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Korak 1

* Virtualni mrezni adapter je pokrenut i moze se vidjeti pod

‘Network and shareing centar’

-

i Network Connections
T .@ o Met.. » MNetwork Conn... v O Search Metwork Connections 0
Organize * Disable this network device Fename this connection b iII: - m (7]
o Bull Remote — CARMet
"=-.,u- Disconnected L..u*-} Disconnected
WAMN Miniport (PPTP) ZTE Proprietary USE Modem
- | Ethernet || Local Area Connection™ 3
e bull.kr %! ATDZ014
@ Realtek PCle GBE Family Controller Microsoft Hosted Metwork Virtual...
c- Omonia Remote — I Wi-Fi
— Disconnected — Mot connected
E WAMN Miniport (PPTP) xR Qualcormnm Atheros ARS235 Wirel...
- | Local Area Connection
o Metwork cable unplugged
A ’ﬁf Bluetooth Personal Area Metwork
Titerns 1 itern selected s =
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Korak 2 — dozvola Internet pristupa

spojenim uredajima na virtualnu Wik mrezu

 Ako otvorimo ,NASC" primijetit cemo da je virtualni
mrezni adapter aktivan ali nema Internet povezanost

Control Panel Home

Wiew your active networks
Change adapter settings

Change advanced sharing bull.hr
settings Domain network

ATD2014
Private network

5 Network and Sharing Center

T =% « All Control Panel lterns ¢ Metwork and Sharing Center

S o N

v | O Search Control Panel 2

View your basic network information and set up connections

Access type: Internet
Connections: [ Ethernet

Access type: Mo network access
HomeGroup: Aovailable to join
Connections: [ Local Area Connection® 2
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KO ra |< 2 co q Ethernet Status

General
+ potrebno je odabrati fizicki mrezni adapter koji | e e
iIma Internet pristup, a u nasem slucaju je to ot

Duration: 10 days 22:39:49

Ethernet adapter st Looms

View your basic network information and set up connections Activity
View your active networks Sent —— kg ——  Received
D
bull.hr Access type: Internet Bytes: 5.973.788.673 I 24.882.729.135
Domain network Connections: [ﬂ] Ethernet
| @Pruperﬁes | '@'Disable Ciagnose

Close

« za otvaranje ,Status” prozora odabiremo karticu ,Properties”
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Korak 2 ...

- nakon odabira ,Properties” kartice odaberemo karticu ,Sharing”

] Ethernet Properties ] Ethernet Properties H
| Metwaorking I Authentication | Sharing | | Metwaorking | Authentication | Sharing |
Intemet Connection Sharing Intemet Connection Sharing
[ ] Mlloww other network users to connect through this Allow other network users to connect through this
computers Intemet connection computers Intemet connection
Home networking connection: Home netwaorking connection:
|Select a private network connection W Select a private network connection W
Select a private network connection
o | Allow other network users to control or disable the [ 4wi-Fi
shared Intemet connection ¢ Local Area Connection
Local Area Connection™ 3
Settings...
10%
OK || Cancel 0K || Cancel Advanced
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Korak 2 ...

« Nakon odabira OK i Close za spremanje promjena potrebno
pricekati nekoliko sekundi kako bi se napravio interni bridge
izmedu WiFi 1 Ethernet kartice.

« Za provjeru uspjesnog bridge-anja provjeriti status na ,NASC"
- Status virtualnog mreznog adaptera ,Internet”

Wiew your active networks

bull.hr FAeccess type: Internet
Domain network Connections: I Ethernet
ATD2014 Access type: Internet

Private network HomeGroup: Available to join

Connections: I Local Area Connection® 2
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Korak 3 — Povezivanje WiFi uredaja na HotSpot

« Potrebno je na uredaju koji zelimo povezati odabrati
kreirani SSID (ATD2014) i upisati zaporku za spajanje
(Pa$$wO0rd) kako bismo mogli pristupiti internetu

« Svi uredaji koji se spoje na kreirani HotSpot se nalaze u
Istom mreznom segmentu te je izmedu njih moguce
razmjenjivanje sadrzaja (datoteka....)
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 Pokrenuti CMD pod administratorskim ovlastima

- netsh wlan stop hostednetwork — zaustavljanje virt. adaptera

- netsh wlan set hostednetwork mode=disallow — onemogucavanje virt. Adaptera

- netsh wlan show settings — provjera postavki hosted mreznog moda

oo | Administrator: Command Prompt

icrosoft Windows [Uersion 6.3.76801]
(c» 2013 Microsoft Corporation. All rights reserved.

sUWindowsssystem32>netsh wlan show settings

Jireless LAM settings
Show blocked networks in wisible network list: Yes
Only use GP profilesz on GP-configured networks: Ho
Hosted network mode allowed in WLAMN service: No
Allow shared user credentials for network authentication:
Block period: Mot Configured.

Auto configuration logic iz enabled on intewrface "Wi-Fi"

sUWindowsssystem32 >

- B o] Administrator: Command Prompt

sWindowsssystemd2>netsh wlan stop hostednetwork
he hosted network stopped.

sMindowsszsystem32>netzh wlan zet hostednetwork mode=dizallow
he hosted network mode has been set to disallow.

swWindowsssystem3dZ >
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Aktivacija Hyper-V role

 Preduvjeti za instalaciju
- Windows 8/8.1 Pro x64
- 64 bit procesor s SLAT tehnologijom
- 4 GB sistemske memorije min

- BIOS-level Hardware Virtualization

Power

Advanced

Setup Password

Power-on Password

Device
USB Se
Slot S|EERE:
MNetwor
Syste

Master
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Aktivacija Hyper-V role

« Instalacija Hyper-V role
- @ + Q- upisati ,turn windows features on or off”
- Odabrati i omoguciti Hyper-V

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its check
. .. M b box. A filled box means that only part of the feature is turned on.
Ukoliko hyper-v rola nije bila prije IEARG R T P
| ® [w] ). .NET Framework 3.5 (includes .NET 2.0 and 3.0) A~
# (@]} .NET Framework 4.5 Advanced Services

V4 . . e _ o
O m Og u Ce N a pOt re b N O J e p Fl hvat | tl [J). Active Directory Lightweight Directory Services
e ¥)
. . . v # ¥} Hyper-V Management Tools
izmjene te ponovno pokrenuti racunalo 1), Hyper- Platiom
} Internet Explorer 10

@ [ 1} Internet Information Services

[ 1} Intemet Information Services Hostable Web Core
@ [Vl ] Media Features
@ [ 1) Microsoft Message Queue (MSMQ) Server

[J). Network Projection
| B [w] ). Print and Document Services
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Koristenje Hyper-V role bez admin ovlasti

« Da bismo mogli koristiti hyper-v opcije moramo delegirati
prava na hyper-v obicnom domenskom korisniku

- Najjednostavniji nacin je da na klijentskom racunalu na
kojem imamo instaliranu hyper-v rolu dodamo
domenskog korisnika u lokalnu ,Hyper-V Administrators”

grupu
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Dodavanje korisnika u ,Hyper-V Admin” grupu

- Korisnika dodajemo na slijedeci nacin
- odaberemo g '- + Qi zatim upisemo ,Computer Management”
- otvorimo ,,System Tools" > ,Local Users and Groups”

- sa desne strane odaberemo ,Groups” > otvorimo ,Hyper-V
Administrators” grupu

ile Action View Help
o |2m (X5 E[m

.;S:Computer Management (Local)|| Name Description Actions
4 |f} System Tools & Access Control Assistance O...  Members of this grouj § s -
p (D) Task Scheduler & Administrators Administrators have c« VM . :
b Event Viewer &% Backup Operators Backup Operators can o
b @) Shared Folders & Certificate Service DCOM Ac... Members of this grouy|| |- V.. -
FREY
4 &% Local Users and Groups & Cryptographic Operators Members are authori . a=’.l
3 ore ...
-~ z’“‘ & Distributed COM Users Members are allowed
e Event Log Readers Members of this gro
p (® Performance & g ki
= - Q Guests Guests have the same
= Device Manager
4 88 Storage inistrators lembers of this grou,
> ¥ Windows Server Backup s IUSRS Built-in group ?.nsed by
& Disk Management & Network Configuration Oper.. Members in thl.s groug 4 n""
b Eb Services and Applications Q Performance Log Users Members of this grou} l
& performance Monitor Users Members of this grouy ﬂ
& Power Users Power Users are incluc | V
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Dodavanje korisnika u ,Hyp

|

File Action View Help

Computer Management

= #nEXE = BHE

& Computer Management (Local
4 {f} System Tools
b (5 Task Scheduler
i [@] Event Viewer
» &5 Shared Folders
4 J¥ Local Users and Groups
[ Users
" Groups
b (@) Performance
) Device Manager
4 {23 Storage
i=% Disk Management
» iy Services and Applications

Name
& Access Control Assistance Operators
& Administrators

&/ Backup Operators

& Cryptographic Operators

& Distributed COM Users

& /Event Log Readers

B Guests

JE Hyper-V Administrators

s usks

& Network Configuration Operators
&/ performance Log Users

& performance Monitor Users

e power Users

& Remote Desktop Users

& Remote Management Users

& Replicator

B Users

&/ Offer Remote Assistance Helpers

& WinRMRemoteWMIUsers_

General

ﬂ Hyper ¥ Administrators

Description Members of this group have complete and unrestricted
aceess to al features of Hyper-V.

Members:

& BULL lpispek (pispek @bl hr)

Changes to a user's group membership

Femove | ars not sffsctive Unti the nesd time the:

userlogs on

Lok [ concel [[ memy [[ Hep

Actions

er-V Ad

min” grupu

File Action View Window Help
o |2m|c= |Hm

&3 Authorization Manager
4 InitialStorexml
(] Groups
4 5 Hyper-V services
(2] Groups
4 () Definitions
(] Role Definitions
(] Task Definitions
4 (] Role Assignments

Type

AiRead-Only Access

Task

4 Virtual Machine Simple Modification
() Advanced Access Control

) Create Hyper-V and Virtual Machine Objects Task
) Shutdown and Shapshot Virtual Machines

Task
Task

Task

® Administrator
Authorization Manager -|o] x
[g3 File Action View Window Help - &8 x

el

Auth

4 Emn
&
4 5

4

Create Hyper-V and Virtual Machine Objects ... ? | X |

[V 45 Create Intemal Ethemet Pott

[V &85 Create Vitual Machine

[V &3 Create Virtual Swich

[V 85 Create Vitual Switch Pott
[[] €83 Delete Intemal Ethemet Port
[[] €5 Delete Virtual Machine
[[] 85 Delete Virtual Swizch

<
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VPN on demand (VPN na zahtjev)

- windows 8.1 klijent omogucava podizanje VPN-a na zahtjev

- omogucuje spajanje u korporativnu mrezu automatski prilikom
pokretanja aplikacije za koju podesimo VPN spajanje

« VPN on demand nije podrzan ako:
- su racunala clanovi domene

- nije omogucena opcija ,Split Tunneling”
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VPN on demand (VPN na zahtjev)

 Pokretanje VPN-a se definira parametrom ,ApplicationID"
- standardne aplikacije to je putanja do ,binary” datoteke (.exe)
- windows 8 style aplikacije koristimo ime paketa aplikacije
= npr. za skype - Microsoft.SkypeApp_kzf8qgxf38zg5c
« Popis pakeka aplikacija mozemo dohvatiti PowerShell naredbom

- Get-appxpackage

Ly Windows PowerShell

indows PowerShell
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\Users\ZeljkoLav> Get-AppxPackage

: Microsoft.winJs.1.0
: CN=Microsoft Corporation, O=Microsoft Corporation, L=Redmond, S=washington, C=US

: Neutral

: 1.0.9200.20789

: Microsoft.winJ]S.1.0_1.0.9200.20789_neutral__8wekyb3d8bbwe 4 f\A
: C:\Program Files\WindowsApps\Microsoft.wWinJS.1.0_1.0.9200.20789_neutral__8wekyb3d8bbwe - ' '
: True q

: Microsoft.winJS.1.0_8wekyb3d8bbwe L~! @
: 8wekyb3d8bbwe

: False Advanced
: False Technology

IsDevelopmentMode : False ~
Days



VPN on demand (VPN na zahtjev)

- Dodavanje aplikacije u VPN profil — PowerShell

= Add-VpnConnectionTriggerApplication [-Name] <string> —ApplicationID <String[]>
-PassThru

- VPN veza se sama od spaja kada zatvorimo sve aplikacije koje
su dio konfiguracije okidanja VPN-a

- Vise profila za okidanje VPN veze

= Samo jedan profil moze biti omogucen za automatsko VPN povezivanje

= Ako je vise profila na klijentu onda prvi kreirani profil ima omogucen trigger, a svi
ostali profili imaju onemogucen trigger

= Kroz GUI mozemo omoguciti trigger za drugi profil — izvorni se onemogucuje

= Ako obrisemo profil sa sustava iduci dostupni postaje omogucen
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VPN on demand (VPN na zahtjev)

- Filtriranje okidanja VPN-a

- Mozemo dodati mreze kojima vjerujemo te kada dodemo u
iste da se VPN ne pokrece

- Definiciju mreza radimo prema DNS suffix-u
- PowerShell:

= Add-VpnConnectionTriggerTrustedNetwork [-Name] <string> [-
DnsSuffix] <string[]>

= Remove-VpnConnectionTriggerTrustedNetwork [-Name] <string> [-
DnsSuffix] <string[]>

= Remove-VpnConnectionTriggerApplication [-Name] <string> —
ApplicationID <String[]> -PassThru
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Korisnicko iskustvo

- VPN profil s automatskim okidanjem se moze vidjeti u Networks Ul

- Ukoliko je aplikacija koja treba VPN pokrenuta i racunalo ode u sleep
nakon budenja se VPN automatski spaja

Ne'[WOI’kS TI'le -VPN connection (Bull Remote) needs your

Networks
sign-in info.

View Connection Settings View Connection Settings

Airplane mode Airplane mode
off off

Connections Connections

€% BULL - Go to server.finahr inst... €3 BULL - Go to server.fina.hr inst...

€ CARNet € CARNet

Lo Vipnet

o.g.) Bull Remote

Let apps automatically use this
VPN connection
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http://wikidesk.makrobit.com/
mailto:zeljko.lav.pispek@blento.org
https://www.linkedin.com/pub/zeljko-lav-pispek/30/204/a39
mailto:lpispek@hotmail.com
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